
Networking: OSI and TCP/IP
EEL 4745C: Microprocessor Applications II

Fall 2022

Md Jahidul Islam 

Lecture 7  



Network Topology

2

EEL 4745C: Microprocessor Applications II

● Topology of a network consists 
○ Nodes 
○ Links between nodes 
○ Protocols that govern data 

transmission between nodes

● Basic topologies 

○ Point-to-point 

○ Bus 

○ Star 

○ Ring or circular 

○ Mesh 

○ Tree hybrid



Network Gateways
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● A gateway is a network node that 
○ Forms a passage between two networks 

operating with different transmission 
protocols.

○ Links networks by performing translation 
between different protocols and data 
formats at the network boundary. 

● ISPs may deploy gateways to connect the 
corporate LAN to the public Internet or to link 
different internal networks.

● Two main types of gateways 

○ Unidirectional gateways 

○ Bidirectional gateways
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Network Routing
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Router vs gateway

● A router is a networking layer system used to manage and forward data 

packets to devices network. 

● A gateway is simply a hardware that acts as a gate between the networks.



Network System Models
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● Operating System Interconnection model 
(OSI model)
○ Developed by the International Organization 

for Standardization (ISO): 1970-84
○ Seven layers: protocols operate on certain 

layers; some protocols operate across layers
○ A conceptual model

● TCP/IP Model
○ Similar to OSI model in nature: eliminates 

some protocols and complexity

○ Support for a flexible architecture 

○ Adding more systems to a network is easy.

○ See more here

https://www.guru99.com/difference-tcp-ip-vs-osi-model.html


OSI and TCP/TP
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OSI and TCP/TP

https://youtu.be/Ca1jnqwqzg0 https://youtu.be/LX_b2M3IzN8 

http://www.youtube.com/watch?v=Ca1jnqwqzg0
http://www.youtube.com/watch?v=LX_b2M3IzN8
https://youtu.be/Ca1jnqwqzg0
https://youtu.be/LX_b2M3IzN8


OSI Model: Layered Communication
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OSI Model: Application Layer
● Enables the user to access network.
● Provides user interface & supports for 

services such as e-mail, file transfer, 
access to the world wide web.

● Provides services to different user 
applications.

● A few example protocols:
○ Hypertext Transfer Protocol (HTTP) 

○ File Transfer Protocol (FTP) 

○ Post Office Protocol (POP) 

○ Simple Mail Transfer Protocol 
(SMTP) 

○ Domain Name System (DNS)
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OSI Model: Application Layer Protocols
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OSI Model: Presentation Layer
● It is concerned with the syntax & 

semantics of the information 
exchanged between two devices.

● Takes any data transmitted by the 
application layer and prepares it for 
transmission over the session layer.

● A few example protocols:
○ Apple Filing Protocol (AFP)

○ Lightweight Presentation Protocol 
(LPP)

○ NetWare Core Protocol (NCP)

○ Teletype Network (Telnet)
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OSI Model: Presentation Layer
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OSI Model: Session Layer
● It is responsible for establishing, 

managing, synchronizing and 
terminating sessions between 
end-user application processes.
○ Opens sessions 
○ Ensures they remain open and 

functional while data is being 
transferred 

○ Closes sessions safely when 
communication ends 

● The session layer can also set 
checkpoints during a data transfer
○ If the session is interrupted, 

devices can resume data transfer 
from the last checkpoint.
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OSI Model: Session Layer Protocols
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OSI Model: Transport Layer

● The transport layer takes data transferred in the session layer and breaks it into “segments” on the 
transmitting end. It is also responsible for reassembling the segments on the receiving end, turning it 
back into data that can be used by the session layer. 

● The transport layer carries out flow control, sending data at a rate that matches the connection speed of 
receiving device, error control, checking if data was received incorrectly and if not, requesting it again.

● Protocols: Transmission Control Protocol (TCP) and User Datagram Protocol (UDP)
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OSI Model: Transport Layer Protocols
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OSI Model: Network Layer

● The network layer has two main functions. One is breaking up segments into network packets, and 
reassembling the packets on the receiving end. The other is routing packets by discovering the best 
path across a physical network. 

● It uses network addresses (typically IP addresses) to route packets to a destination node.

● Protocols: Internet Protocol (IP), Address Resolution Protocol (ARP), Internet Control Message Protocol (ICMP)
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OSI Model: Network Layer Protocols



21

EEL 4745C: Microprocessor Applications II

OSI Model: Data Link Layer

● The data link layer establishes and terminates a connection between two physically-connected nodes 
on a network. It breaks up packets into frames and sends them from source to destination. 

● This layer is composed of two parts—Logical Link Control (LLC), which identifies network protocols, 
performs error checking and synchronizes frames, and Media Access Control (MAC) which uses MAC 
addresses to connect devices and define permissions to transmit and receive data.

● Protocols: Ethernet, Wi-Fi, STP, token ring, and FDDI
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OSI Model: Data Link Layer Protocols
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OSI Model: Physical Layer

● The physical layer is responsible for the physical cable or wireless connection between network nodes. 
● It defines the connector, the electrical cable or wireless technology connecting the devices, and is 

responsible for transmission of the raw data, which is simply a series of 0s and 1s, while taking care of 
bit rate control.

● Protocols: IEEE 802.x, Infrared Data Association, Universal Serial Bus (USB), Bluetooth.
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OSI Model: Physical Layer Protocols
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OSI Model: Summary



Recap: OSI and TCP/IP Model
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● Operating System Interconnection model 
(OSI model)
○ Developed by the International Organization 

for Standardization (ISO): 1970-84
○ Seven layers: protocols operate on certain 

layers; some protocols operate across layers
○ A conceptual model

● TCP/IP Model
○ Similar to OSI model in nature: eliminates 

some protocols and complexity

○ Support for a flexible architecture 

○ Adding more systems to a network is easy.

○ See more here

https://www.guru99.com/difference-tcp-ip-vs-osi-model.html


Network Topology
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● Topology of a network consists 
○ Nodes 
○ Links between nodes 
○ Protocols that govern data 

transmission between nodes

● Basic topologies 

○ Point-to-point 

○ Bus 

○ Star 

○ Ring or circular 

○ Mesh 

○ Tree hybrid



Network Gateways
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● A gateway is a network node that 
○ Forms a passage between two networks 

operating with different transmission 
protocols.

○ Links networks by performing translation 
between different protocols and data 
formats at the network boundary. 

● ISPs may deploy gateways to connect the 
corporate LAN to the public Internet or to link 
different internal networks.

● Two main types of gateways 

○ Unidirectional gateways 

○ Bidirectional gateways
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Network Routing
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Router vs gateway

● A router is a networking layer system used to manage and forward data 

packets to devices network. 

● A gateway is simply a hardware that acts as a gate between the networks.
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Types of IP Traffic
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Types of IP Traffic
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IP: Internet Protocol
● Internet Protocol (IP) addresses are the unique 

numbers assigned to every computer or device 
that is connected to the Internet

● IPv4: introduced by ARPANET in 1980s
○ 4.29B  addresses, about a 1:1 ratio with 

the world’s population in 1980s
○ The available IPv4 addresses have been 

fully allocated to ISPs and users which is 
32-bits long. 

● Short-term solution 

○ Network Address Translation (NAT) & Port 
Address Translation (PAT)

○ Private address space

○ Classless Inter-Domain Routing (CIDR)

● The long-term solution: IPv6



33

EEL 4745C: Microprocessor Applications II

IPv4
● Most widely deployed version of the Internet Protocol
● Addresses consist of four octets groups of 8 bits

○ 0.0.0.0 – 255.255.255.255

○ 4,394,967,296 addresses in total

○ Not all addresses are actually available

○ IP address divided into two parts:
■ Network identifier and host identifier 

● Classful networks 

○ Divides the address space for IPv4 into classes
■ Class A - Class E

● Classless Inter-Domain Routing (CIDR)

○ Subverts exhaustion problem in classful addressing

○ Slows growth of routing tables
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IPv4: Classful Addressing
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IPv4: Classful Addressing
● Class A, B, and C, are for "public addressing"

○ Communication is always one-to-one
○ When data is transmitted from a source, 

it is only sent to a single network host.

○ The first addressing part is network ID

○ The rest is Host ID

● Class D and Class E: reserved categories 
○ Class D being utilized for multicast, and
○ Class E being saved for future usage. Addressing without a class is more practical and 

helpful than addressing with a class; it avoids the 
problem of IP address exhaustion. 
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IPv4: Classless Addressing
● Assume the classless address: 192.168.1.5  / 24.

○ The network component has bit count of 24
○ The host portion has a bit count of 8. (32-25)

○ User IP address
■ 11000000.10101000.00000001.00000101 

○ Subnet Mask (/24)
■ 11111111.11111111.11111111.00000000 

● Not all addresses are available in IPv4
○ Network Address: the lowest address
○ Broadcast Address: the highest address
○ Other special IPs can be reserved by ISP

○ Network Address: 192.168.1.0
○ Broadcast Address: 192.168.1.255
○ User addresses:

■ 192.168.1.1 - 192.168.1.254
■ # of available IPs: 253
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192.168.001.123 / 26

65

IPv4: Classless Addressing
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IPv4: Classless Inter-Domain Routing (CIDR)
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IPv4: Classless Inter-Domain Routing (CIDR)
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IPv4: Packet Header
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IPv4: Packet Header
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IPv4: Packet Header
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IPv4: Packet Header
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10/28: Logistics 

● Mid-term grades are out
○ Mean: 10.14
○ Median: 10 

● Lab-4 and quiz-2
○ On the 10/31-11/03 dates in respective labs

● Next week materials
○ Lab-5 and Beagle materials 
○ On-device AI contents
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IPv6
● Newer version of IP for the growing internet
● Addresses consist of 128 bits in length and 

○ Eight, 16-bit fields, separated by a colon

○ 0:0:0:0:0:0:0:0 – ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff

○ 2128 addresses in total

○ Not all addresses are actually available

● The three types of IPv6 addresses are: 

○ Unicast, anycast, and multicast.

○ Does not support broadcast traffic

● IPv6 offers more advanced features than IPv4
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IPv6 vs IPv4

https://blogs.infoblox.com/ipv6-coe/ipv6-is-acc
elerating-as-ipv4-is-nearing-its-peak/ 

https://blogs.infoblox.com/ipv6-coe/ipv6-is-accelerating-as-ipv4-is-nearing-its-peak/
https://blogs.infoblox.com/ipv6-coe/ipv6-is-accelerating-as-ipv4-is-nearing-its-peak/
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IPv6 vs IPv4
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IPv6: Packet Header
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IPv6: Packet Header
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Limitations Of IP
● Does not guarantee 

○ Data delivery

○ Integrity of payload

○ Data ordering!!

● Packets can be lost 

○ TTL reaches 0, corrupted headers 

● How can this be solved?

○ This is the job of the Transport Layer
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TCP: Transmission Control Protocol 
● TCP offers a set of communications standard defined by the Internet Engineering Task Force (IETF). 

● Designed to send packets across the internet and ensure the successful delivery across networks.

● It is one of the most commonly used protocols within digital network communications.

● TCP organizes data so that it can be transmitted between a server and a client. 

● It guarantees the integrity of the data being communicated over a network. 

○ Before it transmits data, TCP establishes a connection between a source and its destination, which 
it ensures remains live until communication begins. 

○ It then breaks large amounts of data into smaller packets, while ensuring data integrity is in place 
throughout the process.

● As a result, high-level protocols that need to transmit data all use TCP Protocol.  

○ Examples include: FTP, SSH, Telnet, IMAP, POP, SMTP, HTTP.
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TCP: Header 
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TCP: Header 



54

EEL 4745C: Microprocessor Applications II

TCP: Header 
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TCP: Workflow 
● Stateful system

● Divided into three phases

○ Connection Establishment: three-way handshake

○ Data Transfer: data transfer and congestion control

○ Connection Termination: four-way handshake.

● TCP performs the following actions:

○ Determines how to break application data into 
packets that networks can deliver

○ Sends/accepts packets to/from the network layer

○ Handles retransmission of dropped or garbled 
packets, as it's meant to provide error-free data 
transmission

○ Manages flow control and acknowledges all 
packets that arrive
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TCP: Connection Establishment 
● Connection Establishment: three-way handshake

○ Server binds to port (passive open)

○ Client is free to connect to this port

○ Client initiates connection (active open)

● Client sends SYN segment to server using random 
segment sequence number 𝑛

● Server responds with SYN-ACK segment, number is set to 
𝑛+1. Server chooses its own sequence number 𝑚.

● Client sends an ACK segment to server, sequence 
number 𝑛+1, and acknowledgement number is 𝑚+1.
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TCP: Data Transfer 
● Sender transmits multiple segments with 

increasing SYN numbers

● Receiver replies with ACK segments and 
increasing SYN numbers

● ACK number given by SEND_SYN_SEQ  + the 
highest octet sequence number it has 
correctly received

● Lost segments are detected by not receiving 
ACK segment from receiver.

○ Retransmit after timeout.

○ If ACK is lost
■ Sender transmits copy of segment. 
■ Receiver ACKs it and ignores it.
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TCP: Congestion Control 
● TCP uses a congestion window in the sender side 

to do congestion avoidance. 

● The congestion window indicates the maximum 
amount of data that can be sent out on a 
connection without being acknowledged. 

● TCP detects congestion when it fails to receive an 
acknowledgement for a packet within the 
estimated timeout.

● Four algorithms are currently used

○ Slow Start

○ Congestion Avoidance

○ Fast Retransmit

○ Fast Recovery

● More: wikipedia.org/wiki/TCP_congestion_control 

https://en.wikipedia.org/wiki/TCP_congestion_control
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TCP: Connection Termination 
● Can be terminated by either endpoint

● Uses four way handshake

○ Endpoint wishing to terminate (A) sends FIN segment

○ Other endpoint (B) sends ACK

○ Then (B) sends own FIN segment

○ Finally (A) replies with ACK segment

https://youtu.be/F27PLin3TV0 

http://www.youtube.com/watch?v=F27PLin3TV0
https://youtu.be/F27PLin3TV0
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TCP: Common Internet Sockets



● TCP/IP model is the default method of data 
communication on the Internet.

○ TCP/IP divides communication tasks into 
layers that keep the process standardized, 
without hardware and software providers 
doing the management themselves. 

○ The data packets pass through four layers 
before they are received by the destination 
device, then TCP/IP goes through the layers 
in reverse order to put the message back into 
its original format. 

● Four comprehensive layers 

○ Application (OSI layer 7, 6, 5)

○ Transport (OSI layer 4)

○ Network layer (OSI layer 3)

○ Physical layer (OSI layer 1, 2)
61
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TCP/IP Model 



● A connectionless communication model with little or no 
overhead over two nodes

● Runs exclusively over the IP protocol 

○ Hence the common UDP/IP name

● No client-server model

○ No handshaking dialog, no guarantee delivery

○ No ordering, no duplicate detection

● Application is directly exposed to any unreliability on the 
underlying network

● Examples include: DNS, VoIP, TFTP, NTP
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UDP: User Datagram Protocol
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UDP: Header
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UDP: Common Internet Sockets
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TCP vs UDP
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TCP vs UDP: Summary


